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Introduction  

The lockdown restrictions introduced to flatten the curve of the COVID-19 pandemic 
have resulted in an unprecedented increase in the number of people working from 
home, something that many organisations previously would have thought impossible to 
accommodate. The urgency of requiring an immediate solution led to many quick, 
tactical decisions being made to enable a newly remote workforce to continue working. 

Employees, on the whole, have adapted well to working from home, with 2/3 saying 
that they are enjoying the experiencei. The benefits of being free of the daily commute, 
escaping the distractions of a busy office and being able to design their own workspaces 
have certainly been a welcome bright side. Concerns of feeling isolated due to a lack of 
communication with colleagues have been eased with the increased use of video 
conferencing and daily catch ups. 

Employers have not seen the downturn in productivity that they feared, in fact 52% of 
business owners said that their staff had been more productive since working from 
homei. Many roles previously thought to be impossible to do from home have proven 
otherwise. Organisations have recognized the strategic benefits of a remote workforce 
and are now looking to see how they can consolidate those benefits into a more 
considered Digital Workplace solution. 

Even before lockdown, a study revealed that 87% of employees wanted to work from 
varied locations with hours to suit modern lifestylesii. Now, as restrictions start to ease, 
employees who have been successfully working from home are asking for that to 
continue, with a 40% increase in remote working expectedi. The Digital Workplace is 
here to stay, and now’s the time for organisations to start thinking strategically about 
how to meet this new demand and the business implications of living with the “new 
normal”. 

In this e-book, we discuss the challenges organisations face when evolving their Digital 
Workplace solution and some of the technologies available to overcome those 
challenges. 

 

Users expect access from anywhere at anytime 

 

 

The challenge 

Out of necessity, people have become used to a new way of working that offers them 
much more flexibility in their daily lives. Moving forward, expectations are that this 
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flexibility should, and will, continue, and organisations need to ensure that they are 
equipped to meet the increasing demands of a remote workforce. 

Now that the concept of office-based working has shifted, users have become 
accustomed to the idea that they can work anywhere, whether that’s contributing to a 
project with people in dispersed locations, participating in a meeting from home or 
catching up on emails when travelling. It also means that they can start to tailor their 
working patterns to better fit around their lives, getting closer to that nirvana of a healthy 
work/life balance. 

Added to that, technology is such a fundamental part of everyone’s daily lives today, 
with the widespread use of smartphones and other smart devices. Users now expect 
their working environment to be as convenient and easy as their use of technology in 
their personal lives, even going so far as wanting to use the same devices for both 
personal and work use, be that a notebook, tablet or smartphone. They don’t want to 
have to switch context and settle for an unfamiliar, less intuitive environment when 
carrying out work-related tasks. 

Users also want to be able access the same environment from different devices, going 
seamlessly from a mobile device while out and about to a laptop when sat at a desk. Or, 
take for example, a clinician moving around a hospital from consultation room to ward to 
x-ray department. Being able to log in to a different device at each location and resume 
where they left off, without the need to open applications, locate documents and look 
up patient records each time saves a vast amount of time during the day. Accessing the 
same information in the same way, from secure central servers, regardless of location or 
device provides a persistence and mobility of sessions that vastly improves efficiency 
and productivity. 

This new way of working helps meet other objectives, including: 

• Simplified IT – Including increased security, faster onboarding, easier patching 
and improved business continuity. 

• Environmental benefits – The COVID-19 lockdown has resulted in London 
seeing carbon emissions fall by 59%iii. Maintaining this reduction by enabling 
employees to spend less time travelling into offices greatly increases the UK’s 
chances of meeting ambitious climate change commitments. 

• Cost cutting – Moving to a Digital Workplace helps reduce CapEx expenditure on 
PC hardware, breaking hardware refresh cycles and removing the cost of ageing 
equipment. Reducing the number of on-site staff and other initiatives, such as the 
Government Hub programme, changes office space requirements, which can 
also lead to significant savings. 
 

The solution 

With Desktop as a Service (DaaS), virtual desktops, including operating systems, 
applications and data, are hosted on the cloud. These desktops can then be delivered to 
any device offering end users flexibility, access to familiar devices and applications, 
enterprise-class performance and reliable, secure access. End users get to use their 
preferred devices wherever and whenever they want, with organisations being assured 
that security is not compromised. 
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DaaS offers a compelling value proposition for an organization looking to invest in a new 
desktop environment that’s more flexible, more affordable, easier to manage and faster 
to deploy—all while meeting users’ new and precise expectations. 

Key benefits of DaaS include: 

• Simplified management – Provision and manage virtual devices from a central 
portal. 

• Extending PC lifecycle – Reduce the need to replace existing endpoints or 
upgrade operating systems by providing digital workspaces and applications that 
can be delivered on demand. 

• Improve security and compliance – Achieve this through the central control and 
management of Windows images, ensuring all end users run a consistent and 
fully patched operating system. 

• Deliver persistent desktops – Support the requirements of your traditional 
enterprise applications. 

• Enable flexible, remote working – Leveraging your Bring Your Own Device 
(BYOD) policy, support employees accessing their work-related desktops and 
applications across both corporate and personal devices. 

• Virtualise individual applications – Stream individual applications instead of a full 
desktop. 

• Deliver applications to any device, anywhere – Provide access to published 
applications running on any device through a single, unified workspace. 
 

 

UKCloud for Horizon Desktop as a Service 

UKCloud for Horizon Desktop as a Service (DaaS) uses the power of known and trusted 
technologies from VMware, Microsoft and Cisco to deliver, protect and manage 
desktops and applications to your end users, while containing costs and ensuring that 
end users can work anytime, anywhere, across any device. 

UKCloud for Horizon DaaS provides significant security and compliance benefits to your 
organisation, while increasing workforce enablement through smarter more flexible 
working. UKCloud for Horizon DaaS supports the increasing demand for BYOD, including 
tablets and smartphones, providing a single platform for delivering Windows desktops 
and hosted applications, without compromising application availability, security or 
compliance. 

On top of the benefits of DaaS, UKCloud’s service also provides: 

• Low latency connection into Crown Hosting – Stream your applications running 
within Crown Hosting data centres and benefit from low latency due to the 
proximity of UKCloud. 

• Choice of OFFICIAL-SENSITIVE platforms – Deploy on an established, trusted 
Assured OFFICIAL or Elevated OFFICIAL cloud platform to segregate sensitive 
data. 

• Native network connections – Connect via DDoS-protected internet, PSN, HSCN, 
Janet or RLI networks. 
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Teams want to be able to work together effectively 

 

 

The challenge 

Collaboration within organisations has historically happened through face-to-face 
interactions: sharing ideas in the office kitchen while making a tea or grabbing a few 
people, a room and a whiteboard and working through a problem together. Working 
remotely means being away from the office and colleagues, making these types of 
interactions difficult. 

The same can be said when working with suppliers, customers and partners. Face-to-
face meetings with a whiteboard to sketch ideas were commonplace but, when working 
remotely, it’s much harder to have these kinds of workshops. 

In both cases, where collaboration is stifled through remote and varied locations, it’s not 
just productivity that can decline but also the wellbeing of employees. To ensure that 
collaboration doesn’t stall, or employees don’t fall into a siloed mentality, organisations 
and employees need to have the tools to collaborate virtually. 

There are concerns that come with collaboration, especially within organisations that 
handle sensitive data or work on projects requiring high assurance. Many tools exist on a 
global scale, utilising global cloud providers to function. These provide organisations 
with a low bar of entry, however they also come with their challenges – mainly in the 
arena of sensitivity and privacy. In cases where individuals need to share sensitive 
documentation or discuss certain topics these global platforms may not be suitable. 

 

The solution 

The mainstays of virtual collaboration tools are: 

• Voice and video – The capability to not just call someone, internal or external, but 
also be able to see that person, regardless of whether they work in the same 
organisation or are a customer, supplier or partner. Having the capability to host 
large conference calls is also key; if there are no more company or department 
meetings in the office then these need to be supported online. 

• Live chat – This largely replaces emails and enables more informal 
communication between employees but should still be auditable. 

• File sharing – Employees being enabled to send documents or entire files 
independent of email, or even actively work on the same document at the same 
time with real-time changes synced between documents. 
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These core products should ideally integrate with each other rather than being distinct, 
siloed systems. 

Additional collaboration products may be situational depending on business or 
department requirements. Examples of products could be: 

• Virtual whiteboard – Enable employees to collaborate on a virtual whiteboard to 
share ideas. This is usually in the domain of touch-screen devices so might not 
suit all organisations. 

• Project tooling – The ability to create and track tickets on a board as well as 
show progress of workstreams is useful in certain organisations or departments. 
These have historically stemmed from tools to support Agile methodology but 
can just as well support other ways of working. 

• Virtual war-rooms – The ability to collectively work on a plan or situation, 
incorporating multiple data sources or mini-tools to collaborate effectively. 
Perhaps a niche concept but not just designed for military application. 

One way to deploy collaboration tooling securely is with on-premises solutions, but 
these have their own challenges, the first being the scalability of a solution. By deploying 
on-premises, an organisation needs to make an assumption about the compute and 
storage requirements for running the service. If these are overestimated, there’s wasted 
capacity and an overspend on kit. If the requirements are underestimated, it can take a 
long time to increase capacity to meet the demand, and if that demand then decreases 
again, it’s hard to shrink to be more cost-effective. 

The second consideration is around the sharing and collaboration of ideas and 
documents between organisations, particularly when two businesses who may compete 
in the same field are collaborating on a large project. The idea of storing any intellectual 
property on a potential competitor’s storage system does not sit will within most 
organisations. 

The answer is simple: find a way to do both. Organisations need a collaboration platform 
that not only operates in the country in which the organisation is based, but can also 
work to the right levels of data sensitivity and security to suit the needs of the 
organisation. Organisations also need a collaboration platform that is cloud-like in nature, 
with resource allocation that can be adjusted based on roll-out or uptake of a product, 
saving on trying to second-guess uncertain requirements. The same is true with scaling 
back; there needs to be the capability to shrink a service that is no longer required. 
Finally, the solution needs to be hosted in a place that is neutral ground, where the 
hosting organisation doesn’t have an interest in the data that’s being generated within 
the service but still understands the secure and sensitive nature with which the service 
may need to be handled. 

 

Collaboration Tools 

There’s no silver bullet or quick answer, but UKCloud is working closely with partners to 
develop and deploy the right solutions to meet the tailored needs of our customers in a 
safe, secure and compliant way. 
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UKCloud can provide collaboration while maintaining regulatory standards. We can 
provide you with Microsoft Office and Windows desktop virtualisation licences. 

UKCloud operates a UK-sovereign cloud at multiple security domains, so you can utilise 
collaboration tools at the right sensitivity level and securely connect to the right 
networks. This ensures sensitive data workloads can be managed compliantly while also 
benefiting from cloud flexibility: starting small then scaling toolsets to suit your ongoing 
requirements. 

 

Security must be paramount 

 
 

The challenge 

One of the main concerns raised by a dispersed workforce is that of security. With users 
accessing corporate services, applications and data from various locations and multiple 
devices, how do you ensure that those sensitive resources remain uncompromised? 

For some organisations, especially those within government, not only do you need to 
have access to corporate services, but you also need onward access to services that are 
hosted on trusted government networks such as PSN or HSCN. This presents its own 
challenges as these networks are not open to the internet so there would need to be a 
gateway or forwarding service to ensure you can still effectively use these services 
while working remotely. 

Although remote desktop solutions help to drive efficiencies in consolidating disparate 
devices into a single unified platform, challenges still remain as to how to effectively 
manage the desktop environments of the end-user, as this is where the full business 
value potential of remote working is achieved. 

With users accessing data, applications and services from various devices and locations, 
keeping on top of things like upgrades, patching and antivirus presents an ever-
increasing demand on IT delivery teams. Organisations need a way to manage these 
security concerns without overstretching already strained personnel. 
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The solution 

The answer to the security of user access depends quite heavily on what devices your 
users are utilising to access your environment. Are they using known, trusted devices 
provided by the organisation or are they using their own devices, the security status of 
which might be unclear? 

 

 

• For trusted devices, the simplest way to provide access is with a virtual 
private network (VPN). This is a piece of software that’s installed on 
company devices and enables them to establish a tunnel into the 
corporate network so users can access services behind the firewall. 
Generally, users would authenticate to get access to the VPN, which 
creates an additional layer of security over the username/password that 
the company device will have. VPNs are also used to enable IT teams to 
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ensure company devices are updated and patched regularly with centrally 
managed OS and antivirus definitions. 
 
While a software VPN fits the large majority of remote access use cases, in 
specific instances a hardware device might be preferable, particularly in 
the defence and national security sectors. A hardware device can be used 
to encrypt all traffic between a trusted device, or even a whole trusted 
network, and a trusted corporate environment, enabling highly secure 
communications over the internet without needing to establish a tunnel 
between the device and company firewall. 
 

• If your users are using their own devices, or a combination of trusted and 
un-trusted devices, it’s essential that they can be properly secured. Virtual 
desktop infrastructure (VDI) enables you to deliver desktops from central 
servers to your users, giving them access to all the services, applications 
and data they need from any device, be that a home computer, laptop, 
tablet or smartphone. Because desktops are centrally controlled, your IT 
department can easily manage access rights and perform routine 
maintenance, such as patching operating systems and keeping antivirus 
software up to date. And because desktops are held centrally rather than 
locally, if the end-user device is compromised in any way, there's no 
concern that applications or data will be affected. 

To address the concerns of your IT security team, outsourcing routine IT hygiene tasks, 
such as monitoring, patching and antivirus, to a managed services provider can greatly 
reduce the burden on your organization, while maintaining the highest levels of security. 
This also provides potentially huge cost-saving benefits as the total cost of ownership of 
an end-user’s desktop goes well beyond the initial purchase of the hardware and 
ongoing power cost. According to Gartner, on average firms spend £550 per user per 
month when all IT expenses are factorediv. Managed services can help alleviate the 
costs involved with: 

• Time to deploy and configure the initial environment (for example, 
operating system, security software, applications, printers and so on). 

• Time on daily and monthly desktop routine maintenance (for example, 
operating system patching and antivirus updates). 

• Time to upgrade applications to the latest versions. 
• End-user desktop support (on average, employees spend 30 minutes per 

week trying to fix PC problems or helping colleagues). 
• The intangible cost of downtime when things go wrong. 

 

VPN, VDI and Managed Services 

UKCloud’s Secure Remote Access service utilises Cisco AnyConnect to provide VPN 
services from end-user devices into a managed termination point within UKCloud. Users 
can then use this VPN service to access hosted services within UKCloud such as virtual 
desktops, file shares or organisation applications. You can also provide users with 
onward access to government networks such as HSCN to access further applications 
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and central databases. If you want to implement a hardware encryption module, known 
as a Global Catapan, then UKCloud can supply and manage the customer hardware 
devices and the dedicated hardware endpoints utilising UKCloud’s partnership with 
L3Harris. Once installed and configured, you can provide access to services within 
UKCloud and have onward access to government networks in the same way as using a 
VPN. 

UKCloud for Horizon Desktop as a Service (DaaS) combines the power of VMware Horizon 
and Cisco to enable your IT department to provide a feature-rich VDI environment that 
supports the delivery of Windows desktops and applications to your end users, 
wherever they are and whatever device they’re using. With UKCloud for Horizon DaaS, 
we manage and support the underlying infrastructure in our government-grade data 
centres, helping you move from a CapEx to an OpEx model and reduce your hardware 
expenditure, while maintaining the highest levels of assurance and compliance. 

As an extension of UKCloud’s remote desktop capabilities, we’re currently developing a 
wide range of managed services aimed at helping to reduce the burden of IT hygiene. 
Examples of business challenges our managed services will help to address include: 

• How do I ensure I’m hitting my uptime SLAs for my environments? With the 
sprawl of IT estates across various environments (on-premises, private cloud, 
multi-public clouds), it’s starting to prove complicated, expensive, and sometimes 
impossible for a human to monitor the thousands of events generated on an 
hourly basis. UKCloud’s Managed Monitoring as a Service enables you to 
aggregate events from across any environment and use our powerful AIOps 
tooling to reduce general noise and bring genuine events to the fore, allowing 
you to identify issues and react quicker. 

• How do I efficiently mitigate against security compromises? Although UKCloud 
cannot fully remove ownership of security from our customers, our Managed 
Patching as a Service and Managed Anti-Virus as a Service will help to ensure the 
highest level of security from an operating system perspective, helping to 
remove the burden of basic IT hygiene. 

• How do I reduce the time my IT teams waste responding to known issues? 
We’ve all been there, that pager alert a 3am on a Sunday morning reminding us 
we need to wake up and log on to a device to perform a workaround for an issue 
we know is going to happen. With UKCloud’s Runbook Automation as a Service, 
we can step in and perform these workarounds to known events on your behalf, 
enabling a faster time to resolution, increasing uptime and, more importantly, not 
having to call upon a human engineer at unsociable hours. 

We see these Managed Services perfectly accompanying and complementing our 
remote desktop services in helping to realise their full cost saving and efficiency 
potential. 

 

Final thoughts 

As the dust is beginning to settle and we face the “new normal”, now’s the time to review 
the tactical remote working solutions you implemented urgently and really consider 
whether they provide you with the compliance, sustainability and flexibility that you 
need to underpin a strategic solution that can stand the test of time, as well as the 
scrutiny of your Chief Information Security Officer.  
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UKCloud’s Professional Services are designed to provide a clear path to true cloud 
value, no matter where your organisation is on the journey to cloud migration and 
adoption. For information about how our Professional Services team can help you with 
the discovery and deployment phases of your Digital Workplace solution, contact us at 
info@ukcloud.com. 

 

UKCloud - Making Transformation Happen  

 

 

 

UKCloud is dedicated to helping the UK Public Sector by delivering more choice and 
flexibility through safe and trusted cloud technology. We own and operate UK 
sovereign, industry leading, multi-cloud platforms which are secure, assured and 
located from the Government’s Crown Campus. Our team of multi-cloud experts are 
dedicated to helping our customers gain value from the agility and cost savings of a 
multi-cloud strategy and Making Transformation Happen – cheaper, faster, safer. 
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iii https://phys.org/news/2020-05-london-carbon-emissions-fall-covid-.html 
iv https://networkalliance.com/understanding-technology-costs/ 
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